
KERALA STATE AUIDT DEPARTMENT
DIRECTORATE, 4TH FLOOR ,VIKAS BHAVAN, PMG Jn

THIRUVANANTHAPURAM,KERALA-695033
Phone : 0471-2303640, email : directoritksad@gmail.com, director.ksad@kerala.gov.in

website : www.ksad.kerala.gov.in

No: DKSA/1152/2018/IT Cell2                                            Dated  31.08.2021

Proposals Invited

Sub :  KSAD- Securtity Audit of Departmental software application-
                    - Proposal invited- Regarding

Ref :  GO(MS) No.8/2019/ITD dated 22.04.2019
         

Kerala State Audit department are the statutory auditors of Local funds of the State
of Kerala under the administrative control  of  Finance Department,Government of
Kerala.  The  Director  of  the  Department  is  also  the  Treasurer  of  Charitable
Endowments  of  the  State.The  Department  has  automated  the  Charitable
Endowments maintatined by the Director to be put  to realtime use in the online
platform.  As  per  the  protocol,  the  Departmental  application  has  to  be  security
audited by CERT empanelled agencies before hosting in the State owned State
Data Center. Hence proposals are invited from the Cert empanelled agencies for
conducting the security auidt of the application. The brief details of the application
(Charitable Endowment Management System) is enclosed herewith for perusal

Interested  agencies  may  forward  the  proposals  or  scoping  sheets  to
directoritksad@gmail.com or director.ksad@kerala.gov.in or through post

Last date for the receipt of proposal : 15.09.2021

The proposals shall be evaluated by the Technical Committee of the Department
comprising of  Kerala State IT Mission and IIIT-M-Kerala Senior  Consultants and
their recommendation shall be final.

                                                                       

                                                                                      D. SANKY
                                                          Director of Kerala State Audit Department

☎ 0471 –2303640                                              ✉ directoritksad@gmail.com
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 KERALA STATE AUDIT DEPARTMENT

Name of Web Application Charitable Endowment Mangement 
System [CEMS]

Brief description of the Web Application Charitable Endowments Management 
System is a digital platform for managing all
the Endowment related activities like 
Endowment Request Processing, FD 
Management, Interest Management and 
Claim Distribution. The system has also got 
an automated Double Entry Accounting 
System which records all the Endowment 
related accounting transactions.

Web Application URL : http://demo.kran.in:8081/Endowment/

No of web application instance to assesses 1

No of login systems to assesses 1

No of static pages to assesses 
(Approximate)

40

No dynamic pages to assesses 
(Approximate)

70

If fuzzing required against this application? No

If role-based testing required against this 
application

No

If credentialed scans of web applications 
required

No

Back-end Database(MS-SQL   Server, 
PostgreSQL, Oracle, etc.)

MySQL 5.7

Authorization No. of roles & types of 
privileges for the different roles

Public User - 2, Normal User - 2, Power 
User - 1

If the application contains any content 
management module (CMS

No

Front-end Tool [Server side Scripts]   (i.e. 
ASP, Asp.NET, JSP, PHP, etc.) – PHP

JSP, Jquery, XML

Operating System Details(i.e.Windows-
2003, Linux, AIX, Solaris, etc.)

Linux

Application Server with Version  (i.e. IIS 
5.0.Apache, Tomcat, etc. )

Apache Tomcat 7.0.96

Total No. ( Approximate) of Input Forms 40

Total No. of input field 200

Total No. of login modules 1

Number of Web Services, if any Nil

Number of methods in all web services Nil

Number of URL's require to assesses 1

REST /SOAP  based Application No

Application  security audited before No

                                                                                 

                                                                                       Director

                                                                       Kerala State Audit Department

http://demo.kran.in:8081/Endowment/





















